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MOPANOK
nocryna cotpyaankoB MBYK Mumkunackas [[BC

B MMOMENIEHHs, B KOTOPHIX BeAeTcs oopabotka [1)IxH

1. Oo0mme mosioKeHHs

1.1. Hacrosmue mopsimok aocrtyna (manee — I[lopsaok) coTpyannkoB MyHHIIMIIATBHOTO
OIOJDKETHOTO  YUpeXAEHHS  KyJIbTypbl I[EHTpaliM30BaHHas  OubimmoreyHas  cucrema
MYHHUIMIIATEHOTO paiiona MumkuHckuii paiton Pecnybnuku Bamkoprocran (manee — I[BC) B
MOMEITECHHA, B KOTOpPHIX BeaeTrcs oOpaboTka mNepcOHAIbHBIX JaHHbIX (manee— II/ln) B
HH(POPMALHOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX (nanee — MCII/{H),yCTaHABIUBAET €MHBIE
TpeboBaHus K AocTymy corpyaHukoB [[BC B ciayxeOHble mOMEIeHNS B IEISX NPeAOTBPAIICHUS
HapymeHus mnpaB cyOwekToB IIJIH, obpaborka IIJIH kxoTopeix HeoOXomuma A OKa3aHUSA
TOCYIapCTBEHHBIX M MYHHIUNAIBHBIX YCIYr M oOecredeHus KagpoBoH M OyxrairepcKoi
nestenbHocT B I[BC, a Takke B memix obecnmedeHHs coOmoaeHus TpeOoBaHUMH
3akoHoAarenabcTBa PO B ob6mactu [1)]H.

1.2 Hacrossmuii Tlopsgok paspaboran B cooTBeTcTBHHM C yacThio 1 «Ilepeuns mep,
HalpaBJICHHBIX Ha 0OecTieYeH e BHINOJIHEHUS 0053aHHOCTEH, IperycMOTpeHHBIX DenepaibHbIM
3aKOHOM «O MEpCOHANBHBIX JAHHBIX» M NMPUHSATHIMA B COOTBETCTBUH C HUM HOPMAaTHBHBIMH
IpaBOBBIMU aKTaMH, ONE€paTOpaMH, SBISIOUIMMHUCS FOCYAapCTBEHHBIMH HIIH MYHHIMIIAIEHBIMH
OpraHaMm», yTBep)KIeHHBIX nocTaHoBieHneM [IpaButenscra P® or 21 mapra 2012 1. Ne 211, n
Ha ocHoBaHuM «TpeOoBaHuii 0 3ammTe WHPOPMAIMH, HE COCTABISIOMIEH TIOCYAapCTBEHHYIO
TaliHy, cojaepikamieiics B TOCYIapCTBEHHbIX HH(OPMALMOHHBIX CHCTEMax», YTBEP:KICHHBIX
npukazoM OCTOK Poccuu ot 11 pepans 2013r. Ne 17, m «TunoBeix TpeOoBaHmMil MmO
OpraHuzandi ¥ obOecnedyeHHIO (YHKIHOHHPOBAHUS IMUGPOBAIBHBIX (KpHUNTOrpaduuecKux)
CpenCTB, MpeAHa3HAYECHHBIX JUIL 3alUThl HMHGOpPMaluH, HE COJepXKallled CBEICHUH,
COCTaBJISIONIMX TOCYNApPCTBEHHYIO TailHy, B Cly4ae HX HCIOJIb30BaHHS U1 OOeCneYeHHs
0€30IMacCHOCTH IIEPCOHAJBHBIX TaHHBIX NHpU HX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaX
HEPCOHABHBIX JaHHBIXY», YTBepkaeHHBIX @CB Poccuu 21 despans 2008 r. Ne 149/6/6-622.

13 Kontpomupyemass 30Ha (nanee — KOHTpOJMpyeMas 30Ha) — IPOCTPAHCTBO
(TeppuTOopHs, 31aHHE, YacTh 3[aHHs, IOMEIICHHE), B KOTOPOM pAacIOJIOKEHBl CPENCTBA
aBromaru3anuu 1 3amuTtsl ICI1/IH, B TOM 4ncie aBTOMAaTH3HpOBaHHBIE paboyne MecTa (Jaee —
APM), Ha KoTOpBIX BeneTcs obpaborka I1/1H.

7 14. Ilepeyenp momenieHuid, B KOTOpbIX Benercs obpaborka IIJIH, m MX rpaHHIbBI
ycranapiuBatotcss npukazoM [[BC «OO6 ompeneneHun TrpaHMIl KOHTPOIMPYEMOHM 30HBI H
TpeOoBaHUi K ee 0€30IIaCHOCTHY.

LS. Hacrosmuii Ilopsinox oOs3ateneH A NPHUMEHEEHS M HCIOJIHEHHS BCEMH
corpyanukamu LIBC.
1.6. OTBEFCTBEHHOCTh 3a coONO/eHHe MonoXeHuid Hactosmero [lopsaka HecyT

COTPYIHMKH CTPYKTYpHbIX moxpasmenenuii I[BC, obpabarpBatompe IIJ[H, a TaKoke
PYKOBOJUTENH JAaHHBIX CTPYKTYPHBIX IOAPA3ACICHUH.




17, KonTtpons cobmonenuss TtpeboBanuii Hactosimero Ilopsaka obecneunBaer
OTBETCTBEHHBII 3a opranu3anuio oopadorku [1/1x B [IBC.

2. TpeOoBaHusl K NOMEMEHHAM KOHTPOJIHPYEMOH 30HbI

2.1. BeckOHTpONBHBIN AOCTYN CTOPOHHMX JIMII B IOMEHICHUS KOHTPOJIUPYEMO# 30HBI
JOJKEH OBITh UCKITIOYEH.

22 Bce nmoMenieHHss KOHTPOJIMPYEMOH 30HBI JOIDKHBI OBITH 000pYyIOBaHBI OXPaHHOH
CUTHaIM3anuel, 1Mo mpeaycMaTpuBaTh KpyriIoCyTOYHOE JIEXKYPCTBO.

2.3. Orpaxparomue KOHCTPYKIHHU IIOMEIICEHUH KOHTPOJIUPYEMOH 30HBI JIOJDKHBI
MpenojaraTh CyImeCTBEeHHbIE TPYIHOCTH JUISl HAPYIIUTENS 110 MX IPEOIOJICHHIO.

2.4. K nmnomemeHusM KOHTpOJIHMpPYeMOH 30HBI, B KOTOpPBIX YCTaHOBJIEHBI
kpunrorpadpuueckue cpeacrsa 3amuTel [I/[H (manee — KpuUnmTOCpPEeNCTBA) WM XpaHATCS
KIIIOYEBBIE JIOKYMEHTBI K HHUM, (#ajee — peXHMHble MOMEUICHUS), TPEeIbIBISAIOTCS

y)XecTou€HHbIe TpeOOBaHuUs MO OE30IaCHOCTH, YKa3aHHbIE B paszaene 5 Hactosmmx [IpaBui.
3. JocTyn B moMemeHnsi KOHTPOJIMPYeMOH 30HbI

b JIoCTyn TOCTOPOHHHX JIHII B IOMEIIEHUS KOHTPOJUPYEMOH 30HBI, JOJDKEH
OCYIIIECTBIISIETCS TOJIBKO BBUY CIYXeOHOH HE0OX0IUMOCTH.

3.2 Ha MomeHT mpuCyTCTBHSI HNOCTOPOHHHX JIMI[ B HOMELIEHHH KOHTPOJMPYEMOM
30HBI, JOJDKHBI OBITH MPHUHSATHI MEPHI MO HENOMYIIEHHIO O3HAKOMJIEHHS MOCTOPOHHHUX JHII C
[T/l (HampuMep: MOHHUTOPHI MOBEPHYTHI B CTOPOHY OT IOCETHTENEH, NOKYMEHTHI yOpaHbI B
CTOJI, THOO HAXOIATCS B HEMPO3PAYHOM MANKe WM HAKPHITH YUCTHIMH JTUCTaMU OyMaru).

33 Jlomyck COTPYIHHKOB B TIOMEIIEHHS! KOHTPOJIMPYEMO# 30HBI 0pOpMIIseTCs HOocie
MOAMUCaHus CcoTpyAHHKoM OO0s3aTeNbcTBAa O HepasrjameHHH WHGOpMaluH, coaepKaiien
NepCOHANIbHBIE JAHHBIE, U HHCTPYKTaXKa OTBETCTBEHHBIM 3a opraHusanuio obpaborku I1J/[H B
I[IBC, nmbo OTBETCTBEHHHIM 3a oOecnedyeHHe O€30MaCHOCTH MEPCOHANBHBIX JaHHBIX
UH(GOPMAIMOHHBIX CHCTEM NTepCOHAIBHBIX JaHHbIX L[BC.

3.4. B Hepabouee BpeMs mOMEUICHUS] KOHTPOJIMPYEMOM 30HBI JOJDKHBI CTABHTHCS Ha
oxpany. [Ipu 5ToM Bce OKHa M IBEpPU B CMEXXHBIE TIOMELCHUS JTOJDKHBI OBITh HAIEXKHO 3aKPBITHI,
MarepuaibHbie Hocutenu [1/IH nomkHbl OBITH yOpaHbI B 3anupaemblie mxadsl (ceiidsr), APM
BBIKJIIOYEHBI HJTH 320JI0KHPOBaHBIL. :

4. JlocTyn B cepBepHBbIe IOMeNIeHUsI KOHTPOJIHPYeMOii 30HLI

4.1. JlocTynm B cepBepHBIE NOMEIEHHS KOHTPOJIMPYEMOH 30HBI pa3spell€éH TOJIBKO
ammunauctpatopy MCII/IH, oTBeTcTBeHHOMY 3a ObecneueHHe O€30MacHOCTH INEPCOHAIBHBIX
JAHHBIX WH(GOPMAIMOHHBIX CHCTEM HepcoHaubHBIX MAaHHBIX LIBC u oTBeTCTBEHHOMY 3a
opranu3zanuto oopabotku I1/{n B IIBC.

4.2. Y6opka cepBepHbIX TOMEIIEHUH MPOUCXOAUT TOJIBKO IMPH CTPOTOM KOHTPOJIE JIHIL,
yKa3aHHbIX B MyHKTe 4.1 HacTosmux [IpaBun

4.3. CepBepHBlE TOMEIICHUS KOHTPOJIMPYEMOH 30HBI B 0043aTENBHOM IOPSIKE
OCHAIAEeTCS OXPAHHOW CUTHAIM3AIMeH, CHCTEMOH BHI€OHAOMIONCHHUS U CUCTEMOH aBTOHOMHOTO
MUTaHUS CPEACTB OXPAHBI.

4.4. JlocTynn B cepBEpHBIE IMOMEIIEHHS KOHTPOJIMPYEMOH 30HBI MOCTOPOHHMX JIHI]
JIOIYCKAETCs CTPOI'O MO COTJIACOBAHWIO C OTBETCTBEHHBIM 3a opraHusauuio oopaborku I1/IH B

BC.




4.5. Haxoxnenne B cepBepHBIX INOMEUIEHUSX KOHTPOIHPYEMOH 30HBI IMOCTOPOHHHX
nu1 6€3 COIPOBOXKIAIOIIET0 HE AOIYCTUMO.

5. TpeOoBaHHS K Pe;KHMHBIM NIOMEIEHHSIM

5.1. PexxvMHBIE MOMEIIEHHs BBIIEISAIOT ¢ Y4ETOM pa3MepOB KOHTPOJIUPYEMBIX 30H,
peryIaMeHTHPOBAaHHBIX SKCILTyaTaI[HOHHOH U TEXHUYECKOH JOKyMEHTaI[Hel K KPHIITOCPEACTBAM.
[Tomemenus HOKHBI UMETh IIPOYHBIE BXOIAHBIE ABEPH C 3aMKaMH, FAPAHTUPYIOIMMHU HAEKHOE
3aKphITHE NIOMeIeHUH B Hepabouee Bpems. OkHa IOMELICHUH, pacloNoXeHHBIX Ha MEPBBIX WU
MOCTIEIHUX 3TaXaX 3[aHui, a TaK)Ke OKHA, HaXOAAIHeECs OKOJIO MOXAPHBIX JIECTHUI] H JPYTHUX
MECT, OTKyJa BO3MOXHO IPOHHKHOBEHHE B DPEXHUMHBIE IIOMEIIEHHS IOCTOPOHHUX JIHII,
Heo0Xx0ouMo 000pyZiOBaTh METALIMYECKUMH pPEINETKAMH, MM CTaBHSAMH, HIM OXPaHHOM
CHTHAJIM3aluell, WIM JPYrMMH CpEICTBAMH, IPEMATCTBYIOUIMMH HEKOHTPOJIUPYEMOMY
IPOHUKHOBEHHIO B PEXUMHBIE TOMEINECHHS.

52. Pa3smemenue, cnenmanbHOe 00OpyZOBaHHE, OXpaHA M OpPraHH3alUs PEXHMa B
PeXXMMHBIX  MOMEHIEHHSIX  JOJDKHBI ~ HMCKIIOYHTh  BO3MOXHOCTH  HEKOHTPOJHMPYEMOTO
NPOHUKHOBEHUS WM NpeObIBaHMS B HUX TIOCTOPOHHHX JIMIL, a TAKXKE IPOCMOTPa IIOCTOPOHHAMH
JMIIaMH BeyIuXcs TaM paboT.

5.3. Jlns npenoTBpaieHus npocMOTpa H3BHE PEXKUMHBIX IOMEIIEHUN UX OKHA JOJKHBI
OBITH 3aIUIICHBI.

5.4. PexxMHBIE TOMeEIEHHsT JOJDKHBI OBITH OCHAIlEHBl OXPAHHOHM CHUTHAJU3aIHEH,
CB3aHHOH co cny0oif oxpaHbl 31aHHs WIM JACKYPHBIM IO opraHum3anud. McmpaBHoCTh
CHUTHAIM3ALAA TNEPUOJUYECKH HEO0OXOIMMO IPOBEPATh OTBETCTBEHHOMY 3a OpPraHM3aLHIO
o6paGotku IIJlH B COBMECTHO C TNpPENCTABUTENEM CIYXKObl OXpaHbl HJIM AEKYPHBIM IO
OpraHu3allii C OTMETKOH B COOTBETCTBYIOIIHX XKypHaIax.

55 Jlns XpaHeHHS KIIOYEBBIX IJOKYMEHTOB, JKCIUIyaTallAOHHOH M TEXHHYECKOH
JMOKYMEHTAIlU¥, HHCTAJUTHPYIOIMIUX KPUITOCPEICTBA HOCUTENEH NOIDKHO OBITH MPEIYCMOTPEHO
HEOOXOAUMOE YHCIIO HAAENKHBIX METAUITMYECKHX XPaHWIHIN, 00OpYAOBaHHBIX BHYTPEHHHMH
3aMKaMH C JABYMS 3K3EMIUIIpaMU KIIFOYeH M KOJOBBIMH 3aMKaMM HJIM MPHCIIOCOOICHHUSIMH IS
oleyaThbiBaHHWsS 3aMOYHBIX CKBaXHH. OIUH SK3eMIULIp KIoYa OT XpaHWIUINA JOJDKEH
HaXOJHUTHCS Y OTBETCTBEHHOTO 3a opranu3anuio oopadbotku [1/1n B LIBC.

5.6. [To okoHyanuu pabodero JHS PEKUMHOE MOMEIICHUE U yCTaHOBHCHHLIe B HEM
XpaHWIUINA JOJDKHBI OBITh 3aKPBITHIL, XpaHUJIHINA OII€YaTaHBbI.

5.7 Kimroun OT peXXMMHBIX MOMEIICHUH, a TaKkKe KII0Y OT XpaHWIUINA, B KOTOPOM
HAXOJATCSA KJIIOYH OT BCEX JAPYTHX XPAHWIUII PEXXHMHOTO NMOMEIIEHHS, B ONEYaTAHHOM BHIE
JIOJDKHBI OBITH CHaHBl TOJ PACIHUCKy B COOTBETCTBYIOLIEM >XypHalle CIy>XObl OXpaHbl HJIU
JIEXYPHOMY [0 OpraHW3allid OIHOBPEMEHHO C Iepelaveil MoJ OXpaHy CaMHX PEKHMHBIX
noMemnenuii. [levyaTn, mpeaHa3HaYeHHBIE JUIS ONEYaTHIBAHUS XPAaHMWIUIN, JOJDKHBI HAXOJUTHCA
y TOJIb30BaTesiell KPUIITOCPEICTB, OTBETCTBEHHBIX 32 9TH XPaHWIUINA.

5.8. [lpu yrpate KmO4a OT XpaHWIHIA WIM OT BXOJHOH [BEpH B PEXHMHOE
OMEIIEHHE 3aMOK HEOOXOAMMO 3aMEHUTH UJTH IIEpeIeNIaTh €ro CEKPET C H3TOTOBIEHHEM K HEMY
HOBBIX KJIIOYe# C JOKyMEHTaJbHBIM odopmiieHHeM. Eciu 3aMok OT XpaHWIMIIa nepenenaTh
HEBO3MOXXHO, TO TaKO€ XPaHWIMINE HEOOXOIUMO 3aMeHHTh. [lopsnok XpaHeHUs KIIIOYEBBIX H
JPYTHX JOKYMEHTOB B XpPaHHJIHUINE, OT KOTOPOTO yTpaueH KJIO4, IO U3MEHEHHs CEKpeTa 3aMKa
yCTaHaBJIMBAET OTBETCTBEHHBIH 3a opranu3anuio oopadorku [1/1n B LIBC.

5.9. B OOBMHBIX YCIOBUSAX PEXUMHBIE IOMEIIECHUS, HaXOASAIIUECS B HUX Ol€YaTaHHbIE
XPpaHWJIHINA MOTYT OBITE BCKPBITHI TOJIHKO MOJIB30BATEISIMHA KPHIITOCPEICTB HJIA OTBETCTBEHHBIM
3a opranm3anuio oopaborku [1/Iu B LIBC. Ilpu obHapykeHHH NpPHU3HAKOB, yKa3bIBaIOIMX Ha
BO3MOXKHOE HECAHKI[MOHHMPOBAHHOE IPOHMKHOBEHHE B OSTH IOMEINEHHS WIM XpaHHIHIIA
MOCTOPOHHHX JIAIl, O CIyYHBIIEMCS JOJDKHO OBITh HEMEIJIEHHO COOOIIEHO OTBETCTBEHHOMY




3a opranusanmio obpaborku ITJIH B I[BC. IpHOBIBIIMA OTBETCTBEHHBIH 3a OpraHHU3aIHIO
obpaborku IIJln B LIBC n0omkeH OLEHHTH BO3MOXKHOCTS KOMITDOMETAIMHA  XPAHSIUXCS
KIIOYEBRIX M NPYTHX NOKYMEHTOB, COCTABHTb AKT M NPHHSTH, IPH HEOOXOIMMOCTH, MepBI
K JIOKaJIM3aliik  TMOCNECACTBHA KOMIIPDOMETAllMH MEPCOHANbHBIX, NAHHBIX H K 3aMeHe
CKOMIPOMETHPOBAHHBIX KPUITOKIIOYEH.

5.10. Pa3memienne M MoOHTax KPUIITOCPEACTB, a TaKXke JpPyroro oOOpyAOBaHUS,
()YHKIMOHHPYIOIIEr0 ¢ KPHITOCPE[CTBAMH, B PEXHUMHBIX TOMEIIEHUSX MIOJKHBEI CBECTH K
MHHHMYMY BO3MOXHOCTE HEKOHTPOJHPYEMOIO JOCTYHA IIOCTODOHHHX JHII K YKa3aHHBIM
cpeactBaM. TexHuueckoe OOCIy)KHBAaHHE TAKOTO 000pyIOBaHHUS H CMEHAa KPHITOKIIOYEH
OCYMIECTBIIIOTCS B OTCYTCTBUE JIMILI, HE IOMYIIEHHBIX K paboTe C AaHHBIMH KPHIITOCPECTBAMH.

5.11. Ha BpeMms OTCYTCTBHS HoiB30BaTesiei KPHIITOCPE/ICTB yKa3aHHOE 00OpynoBaHHE,
IpH HAIMMH TEXHUIECKOH BO3MOKHOCTH, JOJDKHO OBITH BBIKTIOYEHO, OTKIIOYEHO OT JIHHHH
CBA3M H yOpaHO B ONevaThIBaeMble XpaHWIHMINA. B mpoTHBHOM Clly4ae IO COIJIACOBAHHIO C
OTBETCTBCHHBIM 32 opranusauuio o6pabotku II/lu B I[BC HeoOGxomuMo IPENTyCMOTPETh
OpraHHM3allHOHHO-TEXHHYECKHE  MEpBl, HCKIIOYAIONIHE  BO3MOXKHOCTH  MCIIOJB30BAHMS
KPUIITOCPEICTB IOCTOPOHHHUMH JIMLIAMH.



